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We’re	going	to	talk	about	
regular	expressions.



Why	regular	expressions?

• Frequently	used	in	code
• Largely	unstudied	in	software	engineering
• Variety	of	usage	contexts
• Data	sanitization	in	JavaScript
• Log	analysis
• Database	queries
• …

•

Hard	to	
read!	(39%) Hard	to	write!	

(61%)

Hard	to	reuse!	
(17%)





Example	– Maven-NAR	bug

Buggy

regex="\d+\.d+"

0 1[0-9]

[0-9]

2. 3d

d

Fixed

regex="\d+\.\d+"

0 1[0-9]

[0-9]

2. 3[0-9]

[0-9]

https://github.com/maven-nar/nar-maven-plugin/issues/228



Let’s	automate	this.



Things	we	don’t	know	(and	need	to)
• What	kinds	of	mistakes	do	devs make	with	regexes?
• How	well	are	regexes	tested?

Then:	we	can	think	about	how	to	repair	regexes!



What	kinds	of	mistakes	do	devs make	with	
regexes?
• Explore	GitHub	issues

• Explore	StackOverflow

• Ask	developers

• Observe	developers



GitHub	lens:	Types	of	errors	in	regexes

• 19	issues	in	GitHub
• Sampled	from	queries:
• “regex	in:title state:closed label:bug”
• “regular	expression	in:title state:close label:bug”



Missing	token



Example	– Maven-NAR	bug

Buggy

regex="\d+\.d+"

0 1[0-9]

[0-9]

2. 3d

d

Fixed

regex="\d+\.\d+"

0 1[0-9]

[0-9]

2. 3[0-9]

[0-9]

https://github.com/maven-nar/nar-maven-plugin/issues/228



Extra/Spurious	token



Wrong	design	decision	– not	a	bug!



Summary

• Other	categories:
• Missing	design	element	(a	token	missing	=	syntax	error?	a	larger	design	
element	=	semantic	error?)
• Wrong	character	class	(e.g.,	\W	instead	of	\S)



StackOverflow lens:	Types	of	errors	in	regexes

I’m	working	on	it!



Asking	Developers

• 18	professional	developers,	small	company
• “What	pain	points	do	you	encounter	while	working	with	regular	
expressions”
• 62%:	Hard	to	compose
• 39%:	Hard	to	read
• 17%:	Hard	to	reuse	across	languages

Not	covered:	how	serious	are	regex-related	errors?



Observing	Developers

• 20	students	in	a	lab,	1	hour	time	block
• Given:	textual	description	of	a	regex	and	test	cases	
• Asked	to	write	regexes	that	pass	all	the	tests
• Screen	capture	

Looking	for	a	student	to	analyze	this	data!



How	well	are	regexes	tested?

Average	Developer

I	test	my	regexes	less than	I	test	my	
other	code.	



Can	we	validate	this?
Input
0.d



Idea
Input
0.d



Idea
Input
0.d
0.dd



Idea
Input
0.d
0.dd



Idea
Input
0.d
0.dd
00.d



Can	we	validate	this?

I’m	working	on	it!



Next	question:
Do	regex	faults	lie	along	untested	
nodes/edges/edge-pairs/….?



Now	for	patching.	Let’s	assume:

• Regexes	have	bugs
• Regexes	have	passing	and	failing	test	cases

Next:	Fault	localization



Spectrum-based	+	finite	automata



Spectrum-based	+	finite	automata Input Exp Act
err err

abc accept accept

abcde accept err
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Spectrum-based	+	finite	automata Input Exp Act
err err

abc accept accept

abcde accept err



But… perhaps	fault	localization	
isn’t	strictly	necessary.



Patching	Regexes

• SearchRepair Hypothesis:	a	fix	exists	in	existing	code
• If	true:
• Explore	the	space	of	existing	regexes	from	source	code
• Fault	localization	perhaps	unnecessary

• If	false:
• Develop	mutation	operators	for	regexes	and	try	a	search-based	
approach
• Fault	localization	necessary



Idea:	develop	mutation	operators	and	use	a	
search-based	approach
•Add	escape	character
•Change	repetition	counts	(e.g.,	+	to	*,	{2,4}	to	{2,5})
•Change	character	classes…
•…



Idea:	generate	clusters	of	existing	regexes

•How	to	cluster?
• by-hand	inspection	
• cluster	by	syntactic	similarity	like	Jaccard or	longest	
substring	
• formal	analytical	subsumption,	no	sufficient	tools	at	that	
moment	
• cluster	by	behavioral	similarity	using	matching	string	
overlap	



Idea:	generate	clusters	of	existing	regexes

•How	to	cluster?
• by-hand	inspection	
• cluster	by	syntactic	similarity	like	Jaccard or	longest	
substring	
• formal	analytical	subsumption,	no	sufficient	tools	at	that	
moment	
• cluster	by	behavioral	similarity	using	matching	string	
overlap	



Idea:	generate	clusters	of	existing	regexes

A B

A

B 1.00.5
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Categories	of	clusters	(top	100)

Category #	Clusters Example
Multiple	matching	alternatives 21 ‘\W’ or	‘\d’
Anchored	patterns 20 ‘^\s’
Specific	char must	match 17 ’:+’
Two	or	more	chars 16 ’@[a-z]+’
Code	search 15 ’^https?://’
Content	of	parens 10 ‘\(.*\)’



Clusters	as	fix	space

• Given	a	buggy	regex,	find	closest	cluster.	

• Guess	and	check	regexes	against	test	cases

• … basically	SearchRepair for	regexes



What	if	there	are	no	test	cases?



regex="\d+\.d+"

0 1[0-9]

[0-9]

2. 3d

d



Challenges

• Different	languages	have	different	regex	processing	approaches
• Flags	often	differ	between	languages

• Existing	tools	for	building	automata	from	regexes	(e.g.,	brics)	have	
incomplete	coverage	of	regex	language
• Not	all	regular	expressions	are	regular
• e.g.,	0.5%	of	regexes	from	Python	projects	use	the	back-reference	feature	
(non-regular)

• Still	need	to	characterize	the	potential	impact


